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AI are difficult to harness...

Local robustness?

Functional properties?

Privacy preserva-
tion [Car+23]?

Fairness?
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... and a lot of effort is poured into their safety

• Marabou [Kat+19]

• Neurify

• ERAN [Sin+19; Mül+21]

• α − β-Crown [Wan+21]

• Nnenum [Bak21]

• NNV (https://github.com/verivital/nnv)

• FaceLattice (https://arxiv.org/abs/2003.01226, https://github.com/verivital/FaceLattice)

• Facet-Vertex incidence (https://github.com/Shaddadi/Facet-Vertex-FFNN)

• Veritex (https://github.com/Shaddadi/veritex)

• Verinet and Venus (https://github.com/vas-group-imperial/VeriNet)
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... and a lot of effort is poured into their safety

• ReluDiff (https://arxiv.org/abs/2001.03662,
https://github.com/pauls658/ReluDiff-ICSE2020-Artifact)

• Peregrinn (https://arxiv.org/abs/2006.10864, https://github.com/rcpsl/PeregriNN)

• Oval (https://github.com/oval-group/oval-bab)

• Libra [Urb+19]

• MIPVerify [TXT19]

• Planet [Ehl17]

• Sherlock [Dut+17]

• ZoPE (https://arxiv.org/abs/2106.05325,https://github.com/sisl/NeuralPriorityOptimizer.jl )

• DNNV [SED21]
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(crédit: Bill Wurtz)



Ecological niches

Specializing

1. in properties: local robustness, functional properties, fairness

2. in techniques: Satisfaction Modulo Theory, Constraint Programming,
Abstract Interpretation, Linear Programming...
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A dense forest

1. human-to-prover discussion is prone to error: different input languages
with limited interoperability and ambiguous implementations (disjunctive
formulaes or negation of property under the hood for Marabou, PyRAT
negates property depending on its form...)

2. prover-to-prover discussion does not exist yet
3. just which prover will solve my query anyway?
4. modelling new problems for different provers is time-consuming
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We solved this problem before with Why3!

Unified modelling (WhyML), parser (P), proof obligation generator (G), transformations (τ)

A software verification platform [FP13]
Website: https://why3.lri.fr/
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Building on sound fundations

Programme component in ONNX format, multiple prover semantics supported
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Demo time:

1. let us read a CAISAR specification file

2. let us launch CAISAR on a simple use case with different provers and
compare the results



Our work so far

1. quantified datasets: we can check properties on a collection of discrete
samples

2. eight dedicated provers are supported so far

3. translation of ONNX programs to ”classical” SMTLIB2 to leverage existing
”classical” provers

4. some classical predicates for AI formal verification are built-in
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Our work in progress

1. different verification
semantic (metamorphic
testing)

2. proof tactic granularity

3. prover combination

4. working (soon) on
quantified networks

5. reworking the specification
language to provide a
certain degree of
computation

theory MyImportantAIVerif
use ieee_float.Float64
use caisar.DatasetClassificationProps

constant dataset = open_dataset "path/to/dataset"
constant net = open_program "path/to/onnx"
constant svm = open_program "path/to/svm"
constant y = apply net dataset

goal robustness_svm:
let eps = (0.5:t) in
robust svm y eps

goal functional_prop:
forall _x in dataset.
_x[3] .≥ (0.5:t) ∧ _x[2] .≤ (0.0:t) →
y[3] .≥ 0.5

(...)

end
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Website: https://caisar-platform.com/
Free Software (LGPLv2): https://git.frama-c.com/pub/caisar
Papers: https://hal.science/hal-03687211
Job offers: https://caisar-platform.github.io/website/positions

Internships, post-docs, fixed-term contract available! julien.girard2@cea.fr

CAISAR development was partially funded by PRISSMA and Confiance.ai projects

https://caisar-platform.com/
https://git.frama-c.com/pub/caisar
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